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Figure 4 illustrates multiple trust frameworks built upon the foundation of the Identity Ecosystem 
Framework. This baseline ensures underlying interoperability such that credentials can be relied upon 
even when the participants are in di!erent trust frameworks.

Figure 4: The Identity Ecosystem

The accreditation process and trustmarks can foster trust among all Identity Ecosystem participants. The 
trustmark is a mechanism for e"ciently communicating the policies and technologies that a participant 
supports. For individuals, the trustmark is a simple alternative to reading documents like terms of service 
or detailed privacy policies: it can provide an easy means of identifying service providers who abide by 
a set of uniform policies. 

In the hospital example discussed above, trusted relationships exist among Keisha, John, John’s hos-
pital, Keisha’s cell phone carrier, and John’s primary care clinic because they all are part of the Identity 
Ecosystem. Keisha has the con#dence to check John’s test results on the hospital website (the RP) 
because she validates that the hospital, cell phone provider, and primary care physician all have a 
trustmark, which signi#es that they adhere to the Identity Ecosystem Framework. 

She knows that she can supply only minimal personal information because the hospital requires only 
the information necessary to complete the transaction. Privacy enhancing technology enables the cell 
phone provider to issue a credential that the hospital can validate without contacting the cell phone 
provider, so Keisha does not leave traces of her online activities for all the participants to aggregate into 
a complete picture of her life. Under the baseline privacy policies of the Identity Ecosystem Framework, 
the participants manage and protect the personal information that they do maintain about her. 

! QWOO+X,"- 
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This Roadmap identifies the actions to be completed by all stakeholders (US and state 
regulator authorities, industry and users) over the next three years, following six priorities: 
(1) Foster migration – to safer electronic payment addresses for specific purposes; 
(2) Increase awareness and promote GREENLIST products; 
(3) Design a sound legal environment and ensure compliance; 
(4) Promote innovation 
(5) Achieve standardization and interoperability; and 
(6) Clarify and improve GREENLIST project governance. 
 
6/)%!,(*&0,+%&/1(
Migration starts when the first GREENLIST Credit ACH and Credit EFT transaction 
products appear on the market and ends when GREENLIST products have replaced the 
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corresponding Debit ACH payment products and standards where desirable. 
As GREENLIST comes online, banks will continue to run legacy debit payment 
applications while introducing GREENLIST protected credit payment applications in 
parallel. It is natural for banks and customers to determine those cases where credit 
payments are desirable. Therefore, migration should first be offered for the most desirable 
payment applications – those that enhance User Experience and contribute the most net 
new income to banks. The substantial benefits of GREENLIST will only materialize with 
rapid migration and the active commitment of both the demand and supply sides. While 
banks must of course offer high quality GREENLIST products, for rapid migration the 
following additional conditions must be met: 
 

• +1(+#%&'!(,/5!(6/,(8$G5&#(+$%9/,&%&!)(
With nearly 50 % of U.S. GDP and around 20 % of all cashless payments made, the 
public sector should play a leading role in GREENLIST migration. Together with 
other major players such as utilities, telecoms and insurers, public authorities can 
create the critical mass needed to speed-up migration.  

Through swift migration, public administrations can benefit from a streamlined 
procedure for payments, greater competition, and, a wider choice of payment service 
providers with prices reflecting improved economies of scale for payment 
processing. GREENLIST should also be integrated into the ongoing e-government 
projects. However, this is conditional on industry providing high quality and 
competitive GREENLIST products. 

Public authorities should draw up integrated and synchronized national migration 
plans, demonstrating their willingness to swiftly reach critical mass and drive 
forward the migration process. In addition, given Payment Pathways’ crucial role, 
the existing governance arrangements of PPI deserve special attention.  

• &1'/5'&10(1!3()%+=!9/57!,)(\(&1#,!+)&10('&)&G&5&%-(/6(%9!(&))$!(
PPI has made progress in balancing the interests of different stakeholders, but it 
must operate in a more open manner to avoid possible reversal of its progress 
toward systemic change among banks (a.k.a. the foreclosure effect) and take into 
account the interests of all stakeholders, including non-banking stakeholders, 
payment institutions and users. The planning and design of future initiatives must 
ensure greater transparency, adequate time for consultation and early involvement of 
all stakeholders, in particular users. 

0,!!15&)%(,!5+%&/1)9&8(3&%9(&7!1%&%-(#/1)/,%&+((
Payment Pathways, Inc. is in communication with individuals representing organizations 
having stakeholder positions in Open Identity Exchange (OIX), OpenID, and the Kantara 
Initiative in the United States and the Electronic Payments Council (EPC) in Europe. 
While the EPC is the coordination and decision-making body of the European banking 
industry in relation to payments, its concerns extend into identity attributes. Unlike 
NACHA, the rules-making, governing body of the Federal Reserve Bank’s ACH network, 
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the EPC’s steering committee includes non-bank institutions. The broad base of its 
stakeholders defines its broader scope. 
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